
Trusted Archival Services : Safe-ty on the Internet

I. Introduction

1. On 19 January 2000, the Directive 1999/93/EC of the European Parliament and of the
Council of 13 December 1999 on a common framework for electronic signatures was
published in the Official Journal of the European Community. This Directive aims both at
facilitating the use of electronic signatures as well as contributing to their legal recognition.
Therefore, it establishes a legal framework for electronic signatures and for certification
service providers in order to ensure a free and Community-wide provision of certification
services. With regard to electronic signatures, two main principles are introduced by the
Directive:

First of all, Member States shall ensure that electronic signatures, in whatever form, shall be
given legal effectiveness and shall be admitted in legal proceedings.
Member States must also ensure that certain electronic signatures satisfy the legal
requirements of a signature in relation to data in an electronic form, in the same manner as a
handwritten signature satisfies those requirements in relation to paper-based data. “Certain
signatures” is specified in the Directive as the so-called “advanced electronic signatures”.
This kind of signature can identify the author of the electronic document in an unambiguous
way and it is linked to the signed data in such a manner that any subsequent change is
identifiable. That is why it can take over the role of the handwritten signature. The only
technique that can currently meet these requirements of identification and integrity is the
technique of certificate-based asymmetric cryptography, to which the Directive refers
implicitly.

2. This legal recognition of electronic signatures will undoubtedly contribute to the
diffusion of electronically signed documents, not only documents made to be sent to
someone, but also electronic documents that never leave the computer of the author. As in the
paper environment, the life cycle of an electronic document does not end with its creation or
by mailing it. On the contrary, that is usually the moment from which it becomes of some
value, and therefore, they have to be preserved for as long as someone may profit from that
value. In particular any document containing a legal act, has to be preserved for several
reasons.

Some documents have to be preserved for control purposes. Archival legislation obliges the
government bodies of a state to preserve the documents they make and to transfer them to the
State Archives. The ratio legis of this kind of legislation is to keep those documents available
for the citizens, who are democratically represented by the people who have a seat in those
government bodies. The preservation of policy documents for instance, makes it possible that
civilians can call the politicians to answer for their decision making.1 Documents made or
kept by private persons are to be controlled in some cases as well. Merchants must keep
records of their transactions (bookkeeping) according to national Commercial Codes. In that

1 VAN DE WEG, G., ‘Archivering als basis voor verantwoording’ in Handboek Informatiewetenschap, VAN
TRIER, G.M. (ed.), Alphen a/d Rijn, Samson, 1996, IV A 210.



way, the management and the financial health of an organisation can be checked and in case
of bankruptcy, liability can be determined. Tax legislation often requires that books and
documents which may be valuable in case of an audit to determine the taxable income, must
be kept by the taxpayer for as long as such an audit is possible. Social security documents
must be stored to make efficient control possible (e.g. an employer must make and preserve a
staff register so that Social Security services can check whether he has paid his contributions).

Secondly, legal acts often have consequences for persons who are not involved in that act. To
protect the interests of third persons, they need to be protected against and informed about
the consequences of the legal actions of others.2 In order to be sure to buy an immovable
property, the sales act of the original owner has to be preserved for publication purposes. A
testament has to be preserved carefully in order to give full effect to the will, since a testament
only serves a useful purpose if it is still there after the testator has deceased. To protect the
legatee from alteration by dishonourable heirs, the testament can be entrusted to a notary.
Beneficiary third persons are also informed thanks to publication in the Central Register of
Testaments. Thanks to the preservation of the books, creditors are informed about the
financial situation of the company they want to establish commercial relations with.

The main reason why documents containing legal acts have to be preserved, is in recognition
of the law for evidential issues or “non-repudiation”. When a document contains a legal act
that calls rights and obligations into being, like a contract, it is important that the interested
parties can produce evidence of those legal consequences. “Evidence” or “proof” means
“showing that the facts you put forward are true”. Evidence can be adduced by several
means, such as witnesses and assumptions. But there also exists a way to provide oneself in
advance with the necessary proof by making a document that supports your claim. Of course,
one does not know at the moment of making the document whether a conflict will arise or
not. Therefore, it is important that documents made to serve as evidence are properly
preserved for as long as a possible claim remains enforceable, which is determined by the
limitation period.

II. Preservation Means in a Paper Environment

3. It is clear that the story of electronically signed documents does not end with the legal
recognition of the electronic signature. It will only have a happy ending if ICT is also capable
of preserving those documents in a proper and secure way. Preservation is the practical task of
keeping a message intact for future use. But how is that done in an electronic context?
Contrary to paper documents, electronic documents consist of digital data, which means that
erasure is only a keystroke away. Furthermore, extra measures must also be taken to maintain
the validity of the electronic signature over the years.3 That is why a proper preservation
method must be found for electronically signed documents. The legal system is only familiar
with the storage of paper-based documents, but the treatment of these paper-based documents
may still inspire the treatment of their successors.

2 MASSON, J.P., Considérations sur la publicité en droit privé, Revue du notariat belge, 1978, 366.

3 See infra



4. In general, the means of preservation in a paper-based environment can be situated on
three levels, depending on the degree of involvement of third persons.

A. Means Offered to the Contracting Parties

5. The rule of “double originals” was created especially for preservation purposes in the
evidential law of some legal systems.4 To understand the ratio legis of this rule, one must
make the comparison with notarial documents. The original stays with the notary who can
hand authenticated copies to the parties. In this way, the preservation of the original title is
guaranteed in favour of both parties.5 That is not the case for private documents, which stay
with the parties themselves. When a reciprocal contract is involved, obligations arise for both
of the parties. If, in that case, only one copy would be made, then only one party can keep that
copy. But the other party, who is a creditor as well as a debtor, is then forced into an inferior
position, because he cannot prove the obligation of his debtor, while his creditor can prove the
obligation that he entered into against him. By every party preserving a copy, their evidential
concerns are guaranteed. If one of the copies would be manipulated by one of the parties, that
could be shown immediately, by comparing it with the other copy. In this way, every party is
certain that the contract is preserved in its original state.

Translated into an electronic context, the rule of the double original would mean for
preservation purposes that at least two original electronic documents should be preserved,
each in a different place. The parties could make several back-ups, for instance, and store
them on different servers. However, there are two objections against this form of electronic
archiving:

▫ First of all, the idea of an “original document”, as opposed to “a copy”, makes no sense
in an electronic context. An advanced electronic signature, as defined by the Directive,
meaning a certificate-based electronic signature produced by means of asymmetric
cryptography, is not linked to the carrier, as a handwritten signature is, but rather is linked
directly to the content of the document. Thus an electronic signature is the result of a
mathematical operation on the content of the document. It means that the original state is
not affected if the electronic signature is transferred to another carrier. Or in other words:
you can make as many originals as you want by copying a document to another carrier. An
original is just as much a copy as a copy is an original. So the making of more “originals”
does not prevent an electronic document from being manipulated.

To fully understand this area, it must be noted that the use of an electronic signature
(meaning the use of certificate-based asymmetric cryptography) on a document and its
further preservation does not guarantee that the content of that document cannot be
manipulated anymore. It only allows you to establish in an indisputable way whether the
content of the document has been manipulated or not. Because there is no distinction
between originals and copies, electronically signed documents are less powerful than their

4 France, Luxemburg, Belgium : Article 1325 Civil Code

5 DE PAGE, H., Traité élémentaire de droit civil belge, III, Les obligations, Bruxelles, Bruylant, 1967, 1185.



paper-based colleagues as far as their preservation skills are concerned.6 Hence,
electronically signed documents must be preserved for their alarm function.

▫ Furthermore, several back-ups of an electronic signature made by the parties will not
prevent the cryptography from being broken after a certain period of time.

6. In some cases, the law requires that a document contains a handwritten signature, a
requirement originating from evidential law. The handwritten signature has various functions,
among which two long-term-effects with archival qualities can be distinguished:

▫ A handwritten signature indicates the completeness of a document. A signature, which is
normally put at the end of a text to conclude it, guarantees to a large extent that no data
can be added or removed from the text without it being noticed. The signature establishes
the final version of the text. In order to guarantee maximal integrity, every page should be
signed or at least initialled. In this way, documents can be kept intact.

▫ A handwritten signature is also verifiable as long as the legal act is of legal importance.
It is attached to the sheet of paper and will exist for as long as the text is of legal
importance. The signature can, at all times, be compared to other alleged signatures of the
signatory, even if he disappears or dies.

If an electronic signature can meet these long-term-effects of the handwritten signature, it
could function as preservation method on its own. An advanced electronic signature, using
certificate-based asymmetric cryptography as promoted by the Directive, meets more or less
the integrity function of the handwritten signature since it guarantees that the signature is
linked to the data to which it relates in such a manner that any subsequent change of the data
is detectable.7 Furthermore, it also concludes a text, contrary to the techniques of the PIN-
code and biometrics, which are used for a priori identification. The second function however
seems to be unique for the handwritten signature. The need for re-signing an advanced
electronic signature in order to prevent cryptography from being broken, implies that it is not
verifiable as long as the legal act is of legal importance.

By consequence, other paper-based preservation methods will have to be examined on their
suitability in an electronic context.

B. Declaration by a Third Person : The Certified Copy

7. The second level of involvement of a third person is the situation where a third person
confirms, based on his authority, that the contents of a copy are the same as those of the
original document by comparing the two documents. The preservation aspect is found in the
fact that the original document is made available for future use through the certified copies,
mostly because the original document is not available. Stipulations that require an
authenticated version of a document are found on a large scale in the most diverse branches of

6 See also number 6, par. 2

7 Art. 2 (2) (d) of the Directive. Changes and manipulation is still possible though, which is not as much the case with
paper documents. The electronic signature has an alarm-function and will therefore at least discourage manipulation of
an electronically signed document. See also number 5.



the European legal systems. The technique is mostly required for delivering government
documents to the interested persons. Government documents, even if they concern private
persons, emanate a certain authority and therefore, they cannot go over into private hands.
They must be available for control purposes8 and they also have a cultural and historical
value. But if an interested private person can have the guarantee that the document he gets has
the same content as the original one and that third persons will accept the certified copy as
though it was the original, public and private concerns can be reconciled.

An example can be found in Article 45 §2 of the Belgian Civil Code regarding the Registry of
Births, Deaths and Marriages. “Every person to whom the Register refers, can receive a
certified copy of that part of the Register.”

This degree of interference by a third person also seems to fail in an electronic environment.
First of all, the idea of a certified copy makes as little sense as the idea of a copy as opposed
to an original. If all copies are originals, or better, if the word “original” does not exist
anymore in an electronic context, it would be useless to have a third person declare that any
electronic document is the same as the “original”. Furthermore, if an advanced electronic
signature is used, the person who needs the electronic document can check for himself
whether the document has been manipulated or not by comparing the two hashing codes. You
do not need to find, and pay, a third person to perform the integrity-check.

The main reason why the method of the certified copy fails in an electronic environment, is
the fact that the third person does not take any action as far as the preservation in the long
term is concerned. You would only be sure of the fact that the certified electronic document
(and by consequence all its “copies”) has not been altered up until that moment of
certification. But a paper-based certified copy also gives you the guarantee that it stays
unaltered for the future, because of the long-term effects of the signature of the third person,
which an electronic signature cannot meet.9 Thus the third person will have to interfere in a
more active way. The law also provides examples of that kind of preservation method.

C. Deposit With a Third Person

8. The law provides several examples of third persons, taking responsibility for the
preservation of documents. The original document is not kept by the parties, but remains
with a third person who guarantees its integrity in the long term. Notarial acts are kept in the
archives of the notary and may never leave them. The notary is obliged to protect his archives
from fire, flood and humidity. Another example is found in archival legislation, which
regulates the way in which government documents have to be preserved (mostly in separate
State Archives10). Private archives preserve all kinds of non-governmental documents. The
Code of Ethics, adopted by the General Assembly of the International Council on Archives on
6 September 1998 states that archivists should protect the integrity of archival material and

8 cf. number 2

9 Cf. number 6

10 Cf. number 2



thus guarantee that it continues to be reliable evidence of the past and that the primary duty of
archivists is to maintain the integrity of the records in their care and custody.11

This is the most appropriate way to preserve electronically signed documents. Although the
law usually leaves the preservation of legal acts to the interested parties and they are thus not
obliged to make an appeal to a third person for preservation purposes, neither the signatory
nor the receiver have the means or the knowledge to keep the different elements of an
electronic signature12 intact for future use. A third person with cryptographic skills, called a
“Trusted Archival Service”, must intervene. Only then can the integrity of the electronic
signature13 be guaranteed for many years.

III. Trusted Archival Services (TASs) : a Definition

9. When we speak about archiving electronically signed documents, we must distinguish
between archiving the digital data that represent the content of the document and archiving
the electronic signature that is derived from the content of that document (i.e. the hashing-
code). Trusted Archival Services should at least also archive the electronic signature besides
the document itself. If the electronic signature is not preserved in a proper way, its alarm
function will disappear for the future. Most TASs will probably choose not to archive the
document but only the electronic signature because of professional secrecies (e.g. medical
files), secrecy duties or the confidential nature of some documents (e.g. commercial
contracts).

10. TASs that are currently operating on the Internet are rarely found. A lot of
standardisation work still has to be done on a technological level. However, a few companies
present themselves on their websites as the digital safes of tomorrow.

Iwitness14 is an American company offering an email management system: “The Verimail
suite”. The Verimail Archive Manager captures every VeriMail email message and every
VeriMail document in a secure and accessible archive. It provides an interface through which
you can view, sort and retrieve your electronic records. The client can define user access
rights, specify internal file categorizations and billing codes. It is also the client who controls
the archive, which is located on-site or at the trusted third-party facility. Iwitness is not a real
TAS, however.15 It only offers email management software. As we explained above, the
active participation of a third person with cryptographic skills is necessary to preserve
electronically signed documents or more specifically, to keep the electronic signatures intact.

11 http://www.ica.org/cgi-bin/ica.pl?04_e

12 See number 11

13 And not the integrity of the content of the electronically signed document: cf. supra

14 http://www.iwitness.com

15 The same goes for the 5GM-mail architecture (http://www.5gm.com) that is described as follows: “messages that
have been sent and received are automatically archived along with the proof of delivery, providing a greater standard of
proof that the message has been delivered unaltered.”



11. Like a paper document, an electronic document will stand up in court only if the what,
who and when they represent are indisputable. In cryptographic terms, these three elements
constitute the “validation chain” of the electronic signature. That whole validation chain has
to be archived.

The “what” is the electronic signature itself. An electronic signature consists of data in an
electronic form which are attached to or logically associated with other data (i.e. the content
of the document) and which serve as a method for authentication. From the viewpoint of the
technique of certificate-based asymmetric cryptography, which is referred to in the European
Directive on a common framework for electronic signatures, an electronic signature is a
hashing-code that is encrypted with the private key of the signatory. That piece of digital
information is the first indispensable element that needs to be archived, because it gives you
certainty about the fact that the content of the concerned document has not been changed over
the years.

The “who” in technical terms is the certificate and the certificate status information. The
receiver or the verifier of an electronically signed document needs the certificate that belongs
to the signatory. In that way, he can prove that the document really originated from the
alleged signatory, since a certificates guarantees you that the used key-pair belongs to an
existing and identified person. Besides the certificate, the receiver or the verifier of the
document will also have to be able to prove that the certificate of the signatory was valid at
the time of the signature. If the certificate had expired, or had been revoked or suspended at
that time, the electronic signature is not valid either. You cannot rely on a certificate that was
not valid at the time it was used since you cannot know for sure with such a certificate that the
document really originated from the alleged signatory.

To make sure that the certificate status information is available for the future, two methods
are possible16: archiving the CRL information, which is a signed list indicating a set of
certificates that are no longer considered valid by the certificate issuer, or archiving the OCSP
information, which consists of answers from an online certificate status provider. In both
cases, the archived certificate status information must go back as closely as possible to the
moment of the signature creation. The verifier will have to prove in the future that the
electronic signature was created during the validity period of the certificate and the closer the
archived information goes back to the moment of signature creation, the more certain the
verifier can be about the status of the certificate at that time. It is only that moment that has an
archival value, since a signature that has once been found to be valid, shall continue to be so
months or years later.

That brings us to the last element of the validation chain: the “when” or the time of the
signature. How can you be sure about the moment of the signature creation? This is important
to decide which certificate status information is reliable and which is too far from the moment
of signature creation. Timestamping by a Time Stamping Authority can provide evidence
about the time. A time-stamp is obtained by sending the hash code of the document to the
Time Stamping Authority, that will add the time to those data. That proves that the given
electronically signed document existed at the time of stamping. By consequence,

16 ETSI Draft ES 201 733 v.1.1.2 (2000-01), 28. This standard specifies the use of trusted service providers and the
data that needs to be archived to meet the requirements of long term electronic signatures.



timestamping before the certificate became invalid, provides evidence that the electronic
signature is supported by a valid certificate. Hence, the time-stamp also has to be archived.17

12. This archived validation chain, consisting of the electronic signature, the certificate
together with the status information of the certificate and the time-stamp, will keep the
electronic signature trustworthy for the future. But archival storage is indefinite and the
archival value of a document may pass the date where the used cryptography is still safe. It
could be that future advances in cryptography make it possible to break a given cryptographic
algorithm that was used at the time of signature creation. Archiving will therefore also include
the task of re-signing and re-timestamping the archived validation chain on a regular basis.
The timestamp will provide evidence that the document was signed before the breaking of the
algorithm.

13. Based on the several requirements in the context of which the creation of electronic
signatures for future use can be seen, a Trusted Archival Service can be defined as follows: a
TAS is an entity or a legal or natural person who 1) archives for non-repudiation purposes or
for mere archival purposes the whole validation chain that exists at the time of the signature
(or as closely as possible to that time), 2) keeps that validation chain intact for future use to
guarantee long-term validation of the corresponding electronic signature and 3) hands it over
to the end-user at first request.

14. A good example of a TAS as defined above, is found on www.surety.com . Surety.com
claims to be the first Internet’s provider of digital record notarisation services. It enables you
to timestamp and notarise electronic files and records, it guarantees file content and verifies
that content for years to come. Surety.com is the type of TAS that only archives the electronic
signature and not the document itself for confidentiality reasons. Only a “digital fingerprint”
of the data is sent to be notarised. Those fingerprints (i.e. electronic signatures) are one-way
identifiers: no part of the original data can be reconstructed from its fingerprint. Every time
you notarise a digital document, the digital notary service issues you a unique Notary Record.
With that record you can validate a notarisation at any time in the future.

UPAQ is a Swiss company. On 17 August 2000 it announced on its website18 that data storage
and archival are an integral element of UPAQ services, providing secure archival of critical
data and all other digital assets. It was not clear if electronically signed documents are
considered for archival. The website only explained that the archiving servers are housed in
bomb-proof mountain caverns connected via high-speed lines to the UPAQ operations centre
in Amsterdam. You could leave an email address to be notified as soon as the archival service
was available. On 21 August 2000 every offer of archival services disappeared from the
website. There could be many reasons why this service is not yet operational at UPAQ. One
of them could be the uncertainty about the lawfulness of digital archiving. Whatever the case
may be, it shows that Trusted Archival Services are still in their infancy.

17 ETSI Draft ES, 16 and 29.

18 www.upaq.com



IV. Digital Archiving : a Lawful Method?

A. Documents Forms

15. Preservation is sometimes subject to special requirements. The law sometimes also
requires a document to be made in a certain form. That means that that document must also be
preserved in the form in which it is made. By consequence, the question arises whether it is
legally allowed to preserve documents in an electronic form. Since it is not possible to give an
overview of all the stipulations in the law where such requirements can be found (the number
of those stipulations is very hard to estimate), we will try to elaborate, in the course of this
contribution, a typology of the requirements that exist and that might prevent documents from
being archived in an electronic form.

Most legal frameworks in Europe are still paper-oriented. The need for legal acts to be put on paper
is usually formulated rather implicitly. Sometimes however, the law asks very explicitly that a
paper document be made, with or without a handwritten signature. Art. 2:10 lid 2 of the Dutch
Civil Code obliges you to make out and put on paper the balance sheet and the profit-and-loss
account within 6 months after the financial year has ended. That means that those documents may
not be made in an electronic form, or more correctly, they should at least also be made and
preserved in a paper form.

16. In order to identify the author of a document, some formalist legislation requires that a
document contain proof of that identity, the handwritten signature not taken into account.
Those formalities can take the form of a stamp, a watermark or a seal. “Le modèle de
décision d’habilitation” added to the “Circulaire ministérielle relative aux surveillants
habilités” (Moniteur belge 14/8/1999) requires a communal seal to be put on the form.

The role of these formalities can be perfectly fulfilled by the advanced electronic signature as
defined by the Directive. It is capable of identifying the signatory by means of a unique link
to the signatory. Of course the private key can be lost or stolen, but the same goes for a paper
environment: a stamp or a seal can be stolen or lost and a watermark can be faked. So these
special formal requirements does not guarantee the identity either for a hundred percent.

In order to enable documents which contain a means of formal identification in the paper
world, to be produced in an electronic form and preserved by TASs, Member States must not
only ensure that the advanced electronic signature has the same legal effect as the handwritten
signature regarding all the stipulations that require a signature; they must also ensure that the
formal requirements imposed for identification purposes are abolished, or at least that the
advanced electronic signature can meet these requirements as well.

17. Sometimes the law prescribes how a document should look, very precisely. Visual
elements, such as the colour, a logo or the dimensions of a document, are in certain cases
an essential part of the document. An example of a document the dimensions and colour of
which are determined by the law, is found in Art. 2 of the Arrêté ministériel (Mon. belge
30/1/1987) relatif au conditionnement de pli judiciaire: “Les plis après pliage n’excèdent pas
105 ✕ 148 mm avec une tolérance de 2 mm. Cet avis de couleur bleu clair, doit avoir la
consistance des cartes postales.” The question that needs to be answered here is not the
question whether it is legally allowed to archive these kinds of documents in an electronic
form. Contrary to stamps, watermarks and seals, which are extraneous elements that have to



be applied by the author himself, colour, logo and dimensions can be imitated very well in an
electronic context, since they are nothing but a piece of digital information, added to a larger
piece of digital information. If the document was visualized on the screen, these elements
could be evoked very easily. So it would be possible to comply with the legal requirements in
this respect.

The question is whether it is desirable to maintain these formalities in an electronic
environment, where the life cycle of a document is fully electronic. The purpose of these
visual requirements is to make the documents recognisable and traceable for their users.
Measurement of documents can also be useful for storage. But since an electronically signed
document is basically just a package of digital information, the visual aspect becomes
unimportant. Document management systems and context information must take over the role
of visual formalities. So even if these requirements could be met for a document that is
produced in an electronic form, it would not be desirable to maintain them. Legislation should
be adapted to this new, non-visual context.

18. The form of a document can contribute to its integrity. Several integrity requirements
can be found in various legislation:

1. Every page of the document has to be initialled (e.g. Art. 41 Belgian Civil
Code)

2. Every page of the document must be numbered
3. No blanks are allowed in the document (e.g. Art. 42 Belgian Civil Code)

The purpose of these requirements is to prevent alteration, destruction, insertion and
substitution of documents.

Transferred into an electronic context, these formalities are not effective. If an electronic
document is visualised, it can contain initials or numbers on every page or it can show the
absence of interspaces. But that will not guarantee the integrity of the document, since the real
document is a package of digital information, which is divided in bits and bytes, not in pages.
Those digital data can be altered at any time, whether the visual reproduction shows numbers
and the absence of interspaces or not.

By consequence, these formalities can be transferred into an electronic context, so it would be
valid to archive those documents in an electronic way, but they are not sufficient. The law
should therefore be adapted to new integrity-guaranteeing techniques such as the advanced
electronic signature.

B. Preservation Requirements



19. Several copies must sometimes be made for preservation purposes. We already mentioned
the rule of “double originals”, which was introduced to protect contracts from being altered by one
of the parties (i.e. with respect to the content). But the law also considers that documents need
physical protection against loss or destruction by means of fire or flood. Art. 40 of the Belgian
Civil Code states that the certificates of the Registry of Births, Deaths and Marriages are registered
in a register, that has to be kept in double. The TAS can very well fulfil this requirement, which
does not cause any problems in the electronic context. Indeed, making several copies and storing
them in different places is the proper way to protect electronically signed documents from harmful
physical effects, for which electronic storage mechanisms are not immune. The TAS should
therefore find a way to offer sufficient physical protection for archived validation chains. The
bomb-proof mountain caverns of UPAQ can be seen in this context.

20. The law requires that some documents be kept in a certain place, in order to make
efficient control possible. The idea that those documents should be immediately available for
control purposes, results in the requirement that they must be preserved in the place where
control is being performed. The idea behind this requirement is found in the fact that no quick
changes can be made to the document before handing it over for control. Art. 24 of Arrêté
Royal 8/8/1980 relatif à la tenue des documents sociaux can serve as an example :
« L’employeur conserve les documents sociaux: 1° soit à l’adresse sous laquelle il est inscrit
en Belgique auprès d’un organisme chargé de la perception des cotisations de sécurité sociale
2° soit à son domicile au siège social lorsque ceux-ci sont situés en Belgique. »

For technical cryptographic reasons, electronic documents must be preserved with a TAS,
which keeps the validation chain intact.19 However, “with a TAS” does not necessarily mean
“physically located with a TAS”, for example in the buildings of the company that acts as the
TAS. The physical place of preservation does not have much significance anymore in an
electronic context. The requirement of the law regarding the preservation place aims in the
first place at realizing the immediate availability of a document for control purposes, which is
realized in a paper-based context through physical proximity. That is why the law should be
adapted to the new notion of physical localization in an electronic environment. In order to
make preservation by TASs easier, the idea of “physical availability” in the law should be
changed into “immediate accessibility”.

21. Documents must sometimes be preserved in a certain preservation state. Legislation
that takes the digital evolution into account very often requires that a document made in an
electronic form must be immediately available in a legible form. The law also requires that
documents with a public nature must be made public, either by issuing transcripts or extracts
of the documents, or by allowing interested third persons an actual physical access to the
documents on the spot. These requirements cause no specific problems in an electronic
environment, but they do deserve special attention from the side of the TAS.

V. A Common Legal Framework for Trusted Archival Services

22. Especially in open networks like the Internet, the interchange of electronic information
is being prevented by uncertainties that are typical of the digital context. One of those
uncertainties is the fact that an electronic signature, unlike a handwritten signature, does not

19 See number 11 – 13.



last forever without technological intervention. This does not only cause evidential problems,
but it also shortens the life cycle of an electronic document, which, in some cases, should be
preserved for a long period of time. A new kind of CSP, the Trusted Archival Service, shall
play this very important role of “digital safe”. Different initiatives in the Member States to
install such digital safes will lead to divergent legal situations regarding the requirements for
TAS’s. This would be detrimental to the further development of electronic commerce as well
as to the availability of our archives and, by consequence, to the economic growth of the
European Community.

There already exists a limited legal framework for TASs on a European level, even though
that might not be so obvious. The Directive namely aims to cover any kind of service that is
related to electronic signatures and states in its recital 9 that CSPs should not be limited to the
issuance and management of certificates, but should also encompass any other service using
or ancillary to, electronic signatures. The Directive thus also covers TASs.

However, sometimes TASs are explicitly excluded. In some cases the Directive focuses on
CSPs issuing qualified certificates to the public. For those issues, it must be decided whether
or not the solutions put forward in the Directive are sufficient for TASs. Some other issues are
not dealt with in the Directive. In the pages which follow, we will try to elaborate a legal
framework that is focused on TASs.

A. The Directive and Trusted Archival Services

Market Access

23. According to the Directive, Member States may not make the provision of certification
services prior to authorization. A mandatory licensing scheme for TASs is thus not allowed.
Member States may however introduce or maintain voluntary accreditation schemes aiming at
enhanced levels of certification-service-provision.20 This means that in theory anybody could
act as TAS. There is free market access and monopolies are forbidden in this domain.

24. Still, in the paper-based environment, many monopolies exist regarding the preservation of
certain documents. The Registrar of Births, Deaths and Marriages keeps birth, death, and marriage
certificates; governmental record offices preserve the State Archives; the notary keeps the acts he
executes etc. According to the Directive, those monopolies should be brought up for discussion as
soon as those documents are produced in an electronic form and signed with an electronic
signature, because at that moment, the person who preserves those electronically signed documents
will meet the notion of certification-service-provider as defined by the Directive. The abolition of
those monopolies is of course linked to the amendment of the legal obstacles that have been
discussed above. As long as certain documents cannot be made in an electronic form for some
legal reason, there is also no need for non-monopolistic TASs. Therefore, it is unlikely that those
amendments will be made in the near future and without great discussion, since the current
monopolistic archivists will not accept very easily the abolition of their privileged position.

20 Art. 3 of the Directive



25. That brings us to the question of who should function as TAS: a public authority or a
private body? Can the principle of free market access be applied to both of them or should
there be some restrictions as far as the public or private character of a TAS is concerned?

• It is clear that TASs should not be exclusively public authorities. The Directive objects
against monopolistic situations regarding certification services. One or a few public
authorities preserving all electronic documents would mean that they are placed in a non-
competitive situation: they would not risk to lose a part of the market if they fail to reach
certain efficiency and productivity objectives. Such a situation would be pernicious to the
development of cryptography.

• Furthermore, there are strong arguments to say that public authorities are not as well
placed as private bodies to function as TAS.

��The great confidence given to governmental organizations makes them well placed to
function as TAS. But unlike private bodies, public authorities mostly do not have the
technical and organizational abilities to fulfil this duty. First of all, they are subject to
strict budgetary restraints. Furthermore, private companies pay usually a better wage,
which does not make the government an attractive employer for experts in
cryptography. Likewise, the rule of the annual determination of the budget is not very
convenient for a science the financial needs of which are dictated by the evolution of
technology.21

Private bodies, by contrast, have, in the past, already earned a trustworthy position in
delivering identification services. There is no reason to believe why they would not be
able to provide archival services in the same trustworthy way as well.

��Furthermore, a public body is protected by state immunity from forced execution.
Depending on the juridical form of the public body, liability claims might never have
any result for the victim, which could be detrimental to the development of e-
commerce and e-documentation.

��Finally, a situation of auto-control must be avoided. Each Member State must ensure
the establishment of an appropriate system that allows for supervision of those CSPs
that are established on its territory and issue certificates to the public.22 If the Member
States would provide a similar system of supervision for TASs as well (as a
consequence of the extension of the Directive to TASs or on their own initiative), then
it is likely that the supervisory bodies will be governmental bodies. Some initiatives in
the Member States regarding certification authorities provide for administrative control
and criminal penalties imposed by governmental bodies. Such a situation of auto-
control can hinder efficient supervision.

Internal Market

21 Final Report INFO-TIC

22 Art. 3.3 of the Directive



26. Member States may not restrict the provision of certification services originating in
another Member State in the fields covered by the Directive.23 This stipulation is an
application of the principle of free movement of services: Member States must not only allow
any person or entity to act as TAS on their territory, they must also allow on their territory the
provision of archival services originating in another Member State.

B. Undecided Issues

An active or a passive role?

27. An issue that arises here is the question of who should be responsible for collecting all
the elements from the validation chain for archival. If one element is not archived, validation
might fail. The recipient should collect all the information that is needed at the moment he
receives the electronically signed document. But it is clear that for instance consumers buying
something through the Internet might not be very familiar with CRLs, certification paths, etc.
They might also not have asked for a time stamp at the moment of the signature, which makes
a validation process years later a difficult undertaking, because the validity of the certificate at
the time of the signature must be proven. So it could indeed be possible that not all the
necessary information for proper validation is available or that some information is not put at
the disposal of the TAS. Therefore, it should be determined whether it would be useful for the
TAS to be responsible for ensuring that all necessary information is archived. This
responsibility could take the form of an obligation to provide information: the TAS should
inform the end-user about the composition of a complete validation chain and about how to
collect those elements. But it is clear that the recipient of the document cannot wait to collect
the elements of the validation chain until he decides to have the document archived with a
TAS, since all those elements (certificate with certificate status information and the time-
stamp) are necessary to validate the electronic signature, which takes place before archiving.

Liability

28. Regarding liability issues, the Directive has overlooked TASs. Art. 6 of the Directive
only introduces a liability scheme for certain CSPs, namely the ones issuing qualified
certificates. Liability issues are focused on the failure of the certificate in one way or another.
The following situations could however lead to legal actions for damages by end-users against
TASs as well:

• It is possible that the TAS refuses to hand over the archived information on first request
• Certain elements of the validation chain could not be found at the time they are needed,

such as:
i. the unexpired certificate or the relevant CRL

ii. the time stamp
iii. a part of the certification path is missing
iv. cryptography has been broken

23 Art. 4.1 of the Directive



A liability scheme for TASs is thus indispensable. Due to the lack of a stipulation similar to
Art. 6 to fall back on, the current liability scheme for TASs consists of the national liability
schemes. This is confirmed in recital 11 of the Directive, which states that CSPs providing
certification services to the public are subject to national rules regarding liability. The
question arises whether such a system is tenable.

29. The current system is tenable for as far as it includes a mandatory liability scheme,
from which the parties cannot deviate. It seems unacceptable that the contract between the
TAS and the end-user determines the liability of the TAS. Such a large contractual freedom
would not be justified. First of all, liability would be different for each TAS, which is not a
good situation in an internal market, where all consumers should be able to hold TASs
responsible to the same extent. Secondly, the contractual conditions under which a TAS
would be liable are likely to be determined unilaterally by the TAS to the detriment of the
consumers, since most TASs are private companies, which are profit seeking-institutions. In
order to protect their status of trusted third party, liability issues should be determined by
statute. For the same reason, it would be preferable to disallow clauses which exempt them
from liability.

30. The question then arises which statute should regulate the liability of TASs. The
applicability of the current non-uniform general national liability schemes might encourage
TASs to offer their services in the Member State with the most favourable regulation (forum-
shopping), which leads to legal insecurity for the end-users. Instead, a uniform liability
scheme should be made for TASs, as has been introduced for product liability.24 That
Directive determines when a product is defective, when the producer shall not be liable and
what limitation period is applicable. A Directive can thus be an appropriate way to install an
effective liability scheme for TASs in all of the Member States.

31. How should liability then be organized in that “new” Directive? Should the contractual
relationship between the TAS and the end-users be a “obligation de moyen” or a “obligation
de résultat”? Art. 6 of the existing Directive states that the CSP is liable for the damage
caused by a certificate, unless the CSP proves that he has not acted negligently. Thus a CSP
issuing certificates is bound by an “obligation de moyen”. The question arises if a TAS must
be bound by an “obligation de résultat”. Indeed, if one relies on a false or incomplete
certificate, one can still invoke diversity or one can make a new contract with the right person
afterwards. But if the whole validation chain is not immediately and properly archived, the
loss of proof is irreversible. So damages must be paid if the object of the obligation is not
reached.

Tortious liability will only come up if a third person who is not directly involved in the
making of the document also has an interest in the document being preserved. Unlike all of
the parties involved in the document, who have a contractual relationship with the TAS,25 the
claim of third persons must be restricted to a claim in tort against the TAS.

24 See Council Directive 85/374/EEC on the approximation of the laws, regulations and administrative
provisions of the Member States concerning liability for defective products. The recitals consider that the approximation
of the laws of the Member States concerning the liability of the producer for damage caused by the defectiveness of his
products is necessary because the existing divergences may distort competition and affect the movement of goods
within the common market and entail a differing degree of protection of the consumer against damage caused by a
defective product to his health or property.

25 Cf. infra



As far as criminal liability is concerned, it can be noted that some penalty clauses are
specifically relevant for TASs. The staff of TASs find themselves in an ideal position to
commit forgery. Maybe some national legislations must be adapted in order to make forgery
applicable to electronic documents. Likewise, stipulations penalizing the embezzlement of
official documents committed by public servants, are applicable to TASs since they will also
be authorized to preserve official documents as soon as the monopolies are abolished.26 Those
articles in the Criminal Codes that might have to be paraphrased to make them better
applicable to TASs.

Contractual Relationships

32. If a TAS is called in for non-repudiation purposes, three parties are involved: the
sender(s) of the message, the receiver(s) of the message and the TAS. It could also be that the
document that needs to be archived is not a message, so that the TAS is called in purely for
archival purposes. Most electronic documents will probably never be sent. This is comparable
to the paper world where only a fraction of the paper documents that are made, are also
messages that are sent to another person. In that case, only two parties are involved.
The non-repudiation function deserves special attention:

There are three reasons why a contractual relationship is required between the TAS and each
of the parties involved in the message:

• In case of message-sending, you receive a certificate together with the message, and you
rely on that digital identity card like you rely on a passport. The receiver of the message
who relies on an identification, be it digital or not, does not need to enter into a
contractual relationship with the issuer of the identification, because the trust is meant to
go further than the holder of the identification. That is not true for message-archiving. As
a sender, one cannot rely on the fact that the receiver has had the message archived. In a
paper environment, every party is responsible for collecting and saving his own proof
according to the proverb “the burden of proof is with the plaintiff”. Consequently, every
party who believes he has an interest in the preservation of a message for non-repudiation
purposes, be it sent or received, has to have it archived on his own initiative.

• Furthermore, based on the contractual relationships a TAS has with end-users, it can
easily be decided who has a right to make an appeal to this non-repudiation service of the
TAS, and to whom the TAS can hand over confidential documents.

• It would also be legally impossible to argue that only the party who receives a message
enters into a contractual relationship with the TAS regarding the preservation of that
message, while the sender should rely on the technique of submission of the documents
that are in a third person’s hands demanded at the judge’s request in a court of law.27 In
many cases, drafting clear contracts and holding them at one’s disposal in case of a
conflict can prevent a lawsuit. Evidence should therefore be available at any time for
every party.

26 e.g. Art. 241-242 of the Belgian Criminal Code

27 e.g. Art. 877 and 878 Belgian Judicial Code



Third Countries

33. The PKI-environment is a transnational environment. It does not stop at the borders of
the European Union. Since an electronic document can be archived for future use in the
European Union with a TAS established outside the European Union, the relationship
between European TASs, European end-users and European courts on the one hand, and
TASs established outside the European Union must be determined. The regulation in the
Directive regarding international aspects (Art. 7) is restricted to CSPs issuing qualified
certificates to the public.

34. Contrary to the stipulations regarding liability, there are strong arguments in favour of
the exclusion of TASs is desirable, since nothing that originates from foreign TASs is to be
recognized by the Member States.

• As for far as archived electronically signed documents are concerned, for instance as
evidence in court, no extra recognition for third countries is needed. That problem has
already been regulated in 5 of the Directive, that states that Member States shall ensure all
electronic signatures to be legally recognized and admitted as evidence in legal
proceedings. Furthermore, advanced electronic signatures must be given the same legal
effect as a handwritten signature.
Applied to foreign TASs, this means that the electronic document itself, archived by such
a foreign TAS, is to be accepted by the Member States. The additional aspect that the
document is archived does not change anything with regard to its admissibility or legal
equivalence. The same goes for the paper environment; with regard to evidence in a court,
for instance, it is the form of a document that matters, not the person who has preserved it
up until that moment. A testament, preserved by a foreign notary or by a foreign testator,
is accepted and executed before European courts if they have jurisdiction.

• If not their product, then maybe their preservation service is to be recognized by the
Member States. Here as well, the answer is negative. Member States need not recognize
the fact that a document is preserved in a foreign country. The preservation of an
electronically signed document is a complete event that takes place on the territory of one
state. Even if archival monopolies are not abolished in foreign countries, that is an internal
matter.

Since there is apparently nothing to recognize regarding foreign TASs, there is also no need to
determine the conditions under which foreign TASs and their services will be recognized in
the European Union in a similar Art. 7. The only problem that might arise is the refusal of the
TAS to hand over evidence to the European parties or to a European court. But that is not
different from a paper environment. International private law indicates in that case the
applicable legal system, which will determine to what extent third persons must hand over
evidence. In order to achieve effective data transmission between European and other
countries, bilateral and multilateral agreements could be made with third countries.

VI. Conclusion

35. Archiving might seem a long-term matter that does not warrant our concern yet.
Attention is given instead to matters such as certificate validation and CSPs issuing



certificates get all the attention. However, signature creation and archiving are two issues that
are very closely linked. The signature creation should immediately be followed by the
concern for archival storage, whether the electronically signed document must be preserved
for 5 minutes or for 30 years, and whether the preservation serves non-repudiation purposes or
mere archival purposes. Every user of electronically signed documents (for governmental,
commercial or private purposes) has an interest in a good archival policy, both on a technical
and on a legal level. It will help to realise the aim of the Directive: the promotion of the use of
electronic signatures.


